CHINH SACH BAO VE VA XU LY DU LIEU
PERSONAL PROTECTION AND PROCESSING POLICY
Ngay hiéu lyc: 08/10/2024
Effective date: 08 October 2024

I Nguyén Tic Chung:
General Principles

1. Chinh sach bao vé va xur 1y dit liéu nay (“Chinh Sach Dir Liéu”) mé ta cach thirc Cong ty Co6 phan
One Mount Real Estate - San giao dich bat dong san (goi riéng 1a “OMRE”); Cong ty C6 phan One
Mount Group (goi riéng la “OM”) (goi chung 14 “Cong Ty” hodc “chung tdi”) xir ly Thong Tin
Nguoi Dung theo quy dinh phap luat (goi chung 1a “Xir Ly”’) va bao ddm an toan thong tin cta cac
t6 chirc, ca nhan (“Nguoi Dung” hodc “quy khach”), bao gdém khach hang, dai 1y, nha cung cép,
dbi tac, nha thau va cac nha cung cap dich vu: (i) truy cap, st dung céc kénh tuong tac khach hang
thudc so hiru (hodc dugc phat trién/tai trg) boi Cong Ty, bao gdm nhung khéng gidi han: tng dung
di dong OneHousing, website www.onehousing.vn, cac website khac va hoi nhom trén cac trang
mang xa hoi (nhu facebook, Instagram, Twitter, ...) thudc s hitu va/hodc quan 1y, chi phéi cua Cong
Ty (“Kénh Twong Tac”); (i) st dung dich vu xt Iy dit li€u va dich vu thong tin khac dugc OM va
OMRE cung cap thong qua cac nén tang va Kénh Tuwong Tac kha dung (“Dich Vu Chung”); (iii)
dang ky/mua ban/cung cap/str dung cac hang hoa, dich vu, thong tin; hop tac kinh doanh; hudng cac
chinh sach, vu dai, khuyén mai va/hodc thyc hién cac tuong tac khac véi OMRE, OM va/hoac cac
cong ty con, cong ty lién két, cong ty trong nhoém cong ty ciia OM (“ES”) tryc tiép hodc gian tiép
thdng qua viéc hgp tac voi cac bén thir ba khac ngoai OM/ES (“Dich Vu Riéng”) (muc (i), (ii), (iii)
goi chung 1a “Dich Vu”).

This personal data protection and processing policy (“Privacy Policy”) describes how One Mount
Real Estate Joint Stock Company - Real Estate Trading Floor (“OMRE”); One Mount Group Joint
Stock Company(“OM”) (OMRE and OM hereinafter referred to as “the Company” or “we”)
process the User Information in accordance with the laws (“Process”) and keeps confidential the
information of relevant organizations and individuals (“User” or “you”), including customers,
agents, suppliers, partners, contractors and service providers who: (i) access, use customer
interaction channels owned (or developed/sponsored) by the Company, including but not limited to:
the OneHousing mobile application, website onehousing.vn, other websites and groups on social
networks (such as Facebook, Instagram, Twitter) owned, and/or managed, governed by the
Company (“Interactive Channel”); (ii) use data processing and other information services provided
by OM and OMRE through the available platforms and Interactive Channels (“Joint Services”);
(iii) register/sell and purchase/provide/use other goods, services and information; cooperate in
business; enjoy policies, bonuses and promotions and/or conducting other activities with OMRE,
OM and/or its affiliates and subsidiaries, companies within the OM group of companies (“ES”)
directly or indirectly through cooperation with third parties other than OM/ES (“Private Services”)
(items (i), (ii), (iii) and (iv) are collectively referred to as "Services").

2. Chu thé Xir Ly va bao dam an toan Thong Tin Ngudi Dung va méi quan hé:
Data Processing Subject and securing the User Information and relationships

2.1. Dich Vu Tai Khoan la mét trong cac Dich Vu Chung, bao g?)m nhung khong gidi han tinh nang
tao tai khoan trén hé sinh thai cia OM do chung t6i cung cap, cho phép khach hang dang nhap
va st dung cac tién ich, tinh nang trén cac Kénh Tuong Tac.

Account Service is one of the Joint Services, including but not limited to the feature of creating
an account on the OM ecosystem provided by us, allowing customers to log in and use the
utilities and features on the Interactive Channels.

2.2.  Moi Thong Tin Nguoi Dung phat sinh tir va/hodc lién quan dén Dich Vu Chung s& dugc OMRE


https://onehousing.vn/

va OM (v6i tu cach cac bén dong kiém soat) ciing Xir Ly va bao dam an toan theo quy dinh tai
Chinh Sach Dit Liéu nay. Trong trudng hop OMRE va OM cham dut quan hé hop tac cung
cép Dich Vu Chung, chip thuan ciia Nguoi Dung di dugc cac bén thu thap theo Chinh Sach
Dir Liéu nay dbi véi Thong Tin Nguoi Ding da thu thap trude thoi diém cham dit van giir
nguyén hiéu luc doc lap ddi véi tung Bén.

All the User Information arising out of and/or in connection with the Joint Services will be
jointly Processed and secured by OMRE and OM (acting as joint controllers) in accordance
with this Privacy Policy. In the event that OMRE and OM terminate their partnership to
provide the Joint Services, the User's consent obtained by the parties with regard to the User
Information collected prior to the termination date pursuant to this Privacy Policy shall remain
in effect independently for each Party.

2.3. Dbi véi cac Dich Vu khéac str dung tir/cung cap cho OMRE hoic ES, truc tiép hodc thong qua
viéc hop tac voi cac bén thir ba khac ngoai OM (Dich Vu Riéng), moi Thong Tin Nguoi Dung
phat sinh tir va/hodc lién quan dén Dich Vu Riéng s& duoc ES cung cép/str dung Dich Vu Riéng
d6 X Ly va bao ddm an toan theo quy dinh tai Chinh Sach Dt Liéu nay.

For other Services which OMRE or ES provides/uses, directly or through cooperation with
third parties other than OM (Separate Services), any User Information arising out of and/or
in connection with the Separate Services will be Processed and secured by ES providing/using
the Separate Services in accordance with this Privacy Policy.

2.4. Viéc OM va OMRE Xt Ly va bao dam an toan Thong Tin Nguoi Dung véi tu cach cac bén
dong kiém soat trong timg trudong hop nhu quy dinh ¢ trén c6 nghia 1d OM va OMRE sé cling
quyét dinh vé muyc dich va cac bién phap Xir Ly va dam bao an toan Thong Tin Nguoi Ding
phat sinh trong mdi trudng hop d6 theo quy dinh ciia Chinh Sach Dir Liéu nay va theo thoa
thuan cua cia OM véi OMRE:

That OM and OMRE Process and secure the User Information as joint controllers in each case
as set forth above means that OM and OMRE will jointly decide on the purpose and measures
for Processing and securing the User Information arising in each such case in accordance
with this Privacy Policy and the agreement between OM and OMRE.

Vui long doc ky Chinh Sach Dir Li¢u nay, cac diéu khoan diéu kién twong tng va cac quy dinh khac
(néu ¢0). Please read this Privacy Policy, the relevant terms and other conditions (if any) carefully.

Chinh Sach Dir Liéu nay khong ap dung cho bat ky san pham, dich vy, trang web hodc ndi dung nao
dugc cung cap bdi bén thir ba hodc c6 sur dung chinh sach dir liéu riéng.

Privacy Policy does not apply to any services, products, websites, or content that are offered by third
parties or have their own privacy policy.

“Thong Tin Ngwdoi Dung” 1a dir li€u c4 nhan co ban va dir li€u ca nhan nhay cam theo quy dinh
phap luat hién hanh, theo d6 bao gdm thong tin gan vdi Ngudi Dung hodc bat ky thong tin, dit lidu
nao c6 thé duoc sir dung dé nhan dang Ngudi Dung va/hoic dya vao d6 ma Nguoi Dung duge xac
dinh, vi du cac dir liéu nhu tén, quéc tich, ) dién thoai, chi tiét thé thanh toan va ngén hang, so thich
c4 nhan, dja chi email, dia diém, hinh anh, thong tin dang ky kinh doanh, CMND/thé can cudc cong
dan, ngay sinh, tinh trang hén nhan, thong tin bao hiém, thong tin giao dich, lich st truy cp, hanh
trinh khach hang, dia chi, dinh vi, hinh anh ctra hang va dia diém kinh doanh cua Nguoi Dung.
Ngoai ra, mot $6 thong tin vé ban chat mang tinh nhay cam nhu ching tdc, suc khoe, niém tin ton
gi4o, quan diém chinh trj va dit liéu sinh tric hoc c6 thé duge Cong Ty thu thap khi cin thiét.

"User Information" means basic and sensitive personal data as prescribed by laws, including
information associated with User or any information, data that can be used to identify the User
and/or upon which the User is identified, such as name, nationality, telephone number, payment card
and bank details, personal preferences, email address, location, photo, business registration
information, ID card/citizen identity card, date of birth, marital status, insurance information,
transactional information, access history, customer journey, locations, position and images of the
stores and business operation locations of the User. In addition, some information having sensitive



nature such as race, health, religious beliefs, political views and biometric data may also be
collected by the Company when necessary.

Nguoi Dung da doc, hiéu, déng ¥ véi ndi dung cua Chinh Sach Dir Liéu. Tai timg thoi diém, Cong
Ty c6 thé sira doi, bd sung, va/hodc cdp nhat Chinh Sach Dir Liéu nay. Cong Ty s¢ dang tai Chinh
Sach Dir Liéu duoc sira doi, bd sung va/hodc cép nhat trén ing dung OneHousing va/hodc website
onehousing.vn. Viéc Nguoi Dung tlep tuc su dung, truy cap Kénh Tuong Tac hodc cung cap/su
dung cac Dich Vu duoc hiéu 1a Nguoi Dung dong v véi noi dung Chinh Sach Dir Liéu stra doi, bo
sung va/hodc cdp nhat do.

The User has read, understood, and agreed with the content of Privacy Policy. From time to time,
the Company may amend, supplement, and/or update this Privacy Policy. The Company will post
the amended, supplemented and/or updated Privacy Policy on OneHousing application and/or
website onehousing.vn. The User continually uses, accesses to any Interactive Channel, or
supply/use of the Services constitutes the User's consent to the content of that amended,
supplemented, and/or updated Privacy Policy.

Céc khai niém trong Chinh Sach Dit Liéu niy ap dung nhu nhau cho ca dang s6 it va sb nhiéu cua
cac thuat nglr dugc dinh nghia. Cac tir “bao gom” s& dugc coi 1a di kém vadi cum tir “khdng gidi
han”.

The definitions in this Privacy Policy apply equally to the singular and plural forms of defined terms.
The words "include" will be considered to be accompanied by the word "without limitation to".

Chinh Sach Dit Liéu dugc l4p song ngit tiéng Viét va tiéng Anh, néu co sy khac biét giita ban tiéng
Viét va tiéng Anh, ban tiéng Viét s€ dugc uu tién ap dung.

Privacy Policy is made bilingual in Vietnamese and English, in the event of any discrepancy between
Vietnamese version and English version, the Vietnamese version shall prevail.

Chinh Sach Dit Liéu nay bao gdm cac ndi dung sau:

This Privacy Policy includes the following contents:

(a)  Thong Tin Nguoi Dung duge chung toi thu thap
User Information we collect

(b)  Cach thirc chung t6i luu trit va bao vé€ Thong Tin Nguoi Dung
How we store and protect User Information

(¢)  Cach thurc chung t6i sir dung Thong Tin Nguoi Dung
How we use User Information

(d)  Cach thuc chung t6i chia sé Thong Tin Ngudi Dung
How we share User Information

(e)  Quyeén cia quy khdch va cdch thirc thie hién
Your rights and invocation of such rights

(f)  Théng tin lién lac, thong bao va sira d6i
Contacts, Notices, and Revisions

(g) Mot s thong tin bd sung cho chau Au
Additional Information for the EU

Ngudi Dung hiéu ring theo quy dinh phép luat hién hanh, ching t6i c¢6 nghia vu thu thap, sir dung
hogc luu trir Thong Tin Nguoi Dung cua quy khach trong mét sé truong hop nhét dinh, bao gém khi
dugc yéu cau, duge tur van, dé nghi hodc doi hoi boi cac ¢b véan phap 1y hodc bat ky quy dinh phap
ludt, van ban dudi ludt, van ban hodc yéu cdu cua chinh phu hay cac co quan c6 thim quyén tai Viét
Nam hodc nudc ngoai, bao gdm nhung khong gidi han nghia vu cong bd thong tin, bio cao theo quy



II.

dinh phap luat vé khuyén mai, luu trit hd so, kiém toan, diéu tra va giai quyét khiéu nai hodc tranh
chap, tuan thu céac Iénh cua tda an hodc cac yéu cau phap ly; thuc thi di€u khoan diéu kién hodc céc
thoa thuédn khac; va bao vé quyén hoac tai san cua ching t6i trong truong hgp khiéu nai hodc tranh
chap.

The User understands that we have a legal obligation to collect, use or store your User Information
in certain circumstances, including when required, when consulted, recommended or required by
legal advisors or any legal provisions, bylaws, documents or requests of the Vietnamese or foreign
government or authorities, including without limitation to the obligation to disclose information and
reports in accordance with the law on sales promotion, record keeping, audit, investigation and
settlement of complaints or disputes, and compliance with court order or legal requirements;
enforcing Terms & Conditions or other agreements; and protect our rights or property in the event
of a complaint or dispute.

Thong Tin Ngwoi Dung dwoc chiing toi thu thap

User Information we collect

Chung t6i thu thap Thong Tin Ngudi Dung can thiét trong qua trinh cung cp/sir dung Dich Vu cho/tir quy
khach.

We collect necessary User Information during the course of providing/using Services to/from you.

Céc loai thong tin dugc chung t6i thu thap va hinh thirc thu thép thong tin nhu sau:

The information we collect and the forms of collection are as follows:

L.

Thong tin quy khach cung cép cho ching t6i: Chiing t6i thu thap bat ky thong tin nao quy khach
cung cap lién quan dén Dich Vu.

Information you give us: We collect any information you provide us in relation to the Services.

(a)  Trong cac trudng hop, bao gdbm: (i) dé thuc hién giao dich, ding ky mé tai khoan, dang nhap,
tuong tac véi cac Kénh Twong Tac, cung cap/str dung cac Dich Vu; (ii) tham gia cac cudc thi,
tro choi hodc su kién do Coéng Ty td chuc; (iii) st dung chirc ning sinh tric hoc dé nhan dién
Nguoi Dung, xac thuc giao dich; (iv) thong qua cac cude goi cham séc khach hang, gidi thi¢u,
quang ba, gbp ¥, khiéu nai, va/hodc (v) thuc hién cac khao sat, diéu tra, ...

In the following cases, the information includes those used: (i) to conduct transactions,
account registration, log in, interact with Interactive Channel, to provide/use Services, (ii) to
participate in contests, games or events organized by the Company; (iii) to use biometric
functions to identify the User and authenticate transactions, (iv) through calls for customer
services, advertisement and promotion, suggestions and complaints; and/or (iv) to conduct
surveys, investigations, etc.

(b)  Ngudi Dung theo day hiéu va dong ¥ ring, cac cudc goi, tin nhin va/hodc céc hinh thic lién
hé khac tir va/hoac tdi chung t6i s€ duogc luu trit dudi hinh thic bao gom nhung khong gidi
han ghi &m, ghi hinh, ty dong hodc chu dong, nham hd tro giai quyét yéu cau, cap nhat hé
thong thong tin, nang cao chit lugng dich vu va cac muc dich hgp phap khac.

The User hereby understands and agrees that calls, messages and/or other communications
from and/or to us will be stored in a form including but not limited to audio recordings, video
recording, automatically or actively, to assist in processing requests, updating information
systems, improving service quality and other lawful purposes.

()  Ngudi Dung c6 trach nhiém dam bao nhimg thong tin Ngudi Dung cung cép 1a day du, chinh
xé4c va ludn cdp nhat thong tin nhim dam bao quyén loi ciia Nguoi Dung theo quy dinh cua
viéc cung cip/str dung Dich Vu twong tmg. Cong Ty khong chiu trach nhiém trong trudng hop
Ngudi Dung cung cip khong chinh xac hoic khong day di theo quy dinh ctia Dich Vu.

The User is responsible for ensuring that the information provided by the User is complete,
accurate and up-to-date to ensure the interests of the User in accordance with the use/provide
of the corresponding Service. The Company will not be held responsible in case the User
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(d)

(e)

&)

provides inaccurate or incomplete information pursuant to the relevant terms of Service.

Vi nhitng Ngudi Dung 13 ca nhan chua da 16 tudi, vui long dam bao di thong bao cho cha
me hodc ngudi gidm ho biét rd cac ndi dung tai Chinh Sach Dit Liéu nay va di c6 day du su
dong ¥ va chap thuan ctia cha me hodc ngudi giam ho hop phap dbi vai viée cung cap cac
Thong Tin Nguodi Dung cho Cong Ty va Cong Ty xt Iy Thong Tin Nguoi Dung cua minh; va
cha me hodc ngudi giam ho dong v va chap thun s& chiu rang budc theo Chinh Sach Dit Liéu
nay va chiu trach nhiém dbi véi hanh vi cia Nguoi Dung 1a ngudi chua du 16 tudi do minh
giam ho hop phap. Cong Ty c¢6 quyén tir chdi Nguodi Dung tiép can Kénh Twong Tac hodc
cung cap/sit dung cac Dich Vu lién quan trong trudng hop cé can cr rang Ngudi Dung 1a ca
nhan chua du 16 tudi ma chua c6 duoc sy ddng ¥ va chip thuin noi trén tir cha me hodc nguoi
giam ho hop phap.

For individual Users under the age of duly 16, please ensure that you have notified their
parents or legal guardians and had the full consent and approval of parents or legal guardians
to provide the User Information to the Company and the Company processes its User
Information; and parents or legal guardians agree shall be bound by this Privacy Policy and
are responsible for the behavior of the User under the age of duly 16 under their legal
guardian. The Company reserves the right to refuse the User’s access to the Interactive
Channel or provide related Services if there is evidence that the individual User whose age is
under duly 16 has not obtained the above consent and approval from his/her parent or legal
guardian.

Trong truong hop Ngudi Ding cung cp thong tin ctia bén thir ba, Nguoi Dung cam doan va
bao dam rang Ngudi Dung da thong bao cho bén thir ba biét rd cac ndi dung tai Chinh Sach
Dir Liéu nay va di c6 duoc day du sy dong ¥ va chip thuin cua bén thir ba d6 ddi véi viée
Ngudi Dung cung cp thong tin cho Cong Ty va ddi véi viéc Cong Ty sir dung cac thong tin
d¢6 theo cach thuc va quy dinh tai Chinh Sach Dit Li€u nay.

In the event that the User provides the information of a third party, the User represents and
warrants that the User has notified the third party of the contents under this Privacy Policy
and fully obtained such third party’s consent and approval for the User to provide information
to Company and for the Company to use such information, which will be subject to the terms
and conditions in this Privacy Policy.

Nguoi Dung bao dam va cam két rang cac thong tin ma Nguoi Dung cung cip cho Cong Ty
s& khong nam trong bét ctr loai théng tin ndo sau day: (a) bi mat nha nudc, (b) bi mat kinh
doanh; va (c) bat cir thong tin nao khac ma Ngudi Dung khong duge phép cung cip theo quy
dinh cia phap luét hodc thoa thuén bao mat.

The User represents and warrants that the information that the User provides to the Company
will not fall into any of the following types of information: (a) state secrets, (b) business
secrets; and (c) any other information that the User is not permitted to provide in accordance
with the laws or confidential agreements.

Viéc cung cap Thong Tin Nguoi Dung cho chiing t61 khong phai la mot yéu cau cta phap lut,
yéu cau theo hop ddng, hodc mot diéu kién dé ky két hop dong Quy khach khong bét budce
phai cung cap Thong Tin Ngudi Dung ma ching t0i da y€u cau. Tuy nhién, néu quy khach
chon khong 1am nhu vy, trong nhiéu truong hop, chung toi s& khong thé cung cép cho/sir
dung tir quy khach cac Dich Vu cua ching t6i hodc dap tng cac yéu cau ma Nguoi Dung co
thé co dugc.

Providing User Information to us is not a requirement of law, or a contractual requirement,
or a condition for entering into a contract/agreement. You are not required to provide the
User Information we have requested. However, if you choose not to do so, in many cases we
will not be able to provide you with our Services or respond to requests that a User may have.

Thong tin tu dong: Ching t6i tu dong thu thap mot sé loai thong tin nhat dinh khi Nguoi Dung tuong

tac voi Dich Vu.



3.

Automatic Information: We automatically collect certain types of information when the User
interacts with the Services.

Cong Ty c6 quyén thu thip cac thong tin, di liéu lién quan dén hoat dong ma Nguoi Dung thyc hién
va cac tuong tac khac trong khuon kho Dich Vy, bao gom nhung khéng gidi han & thong tin, dit liéu
vé cac bén cung cap/str dung/mua ban dich vu, hang hoa cho Ngudi Dung, thong tin giao dich ma
Nguoi Dung va khach hang cua Nguoi Dung thyc hién trén Kénh Tuong Tac va tai dia diém kinh
doanh cua Nguoi Dung (nhu chung loai, déc diém, ma sd, hinh anh, gia ban, s6 luong hang hoa, dich
vu duogc giao dich va sé lugng ton kho, dia diém, thoi gian giao dich, cac chinh sach hd tro va khuyén
mai ap dung véi hang hoéa, dich vu do), phuong thirc thanh todn cua Ngudi Dung va khach hang cua
Nguoi Dung (khong luu gilr cac dir liéu quan trong cua the thanh toan duge st dung cho viée thanh
todn bao gom s6 thé chi tiét, s6 CVV hodc ma sd xac thyc khac c6 gia tr phap ly twong duong),
thong tin thiét bi (nhu dia chi IP, hé diéu hanh, loai trinh duyét, thong s6 phan cting, UDID, MEIDs,
dinh vi, dia chi cua trang web gidi thiéu (néu co), cac trang ma Nguoi Dung gh¢ tham tir Kénh Tuong
Tac va cac ing dung di dong, s6 lan truy cap, phan hoi, tén tép, phién ban va nhan dang quang cao
va cac thong tin lién quan khac (néu co)).

the Company reserves the right to collect information, data related to the activities performed by the
User and to other interactions within the Services, including but not limited to information, data
about providers/users service and good for the User, information of transactions performed by the
User and your customer via Interactive Channels and business location of the User (such as type,
specifications, code, images, price and quantity of sold of goods and services and inventory,
supporting policies and promotions applied to such goods and services, location, time of
transaction), payment method of the User and your customers (excluding important data of payment
cards which includes detailed card number, CVV number and other verification numbers with the
same legal validity), device information (such as IP address, operating system, browser type,
hardware specifications, UDIDs, MEIDs, location, address of referring website (if any), pages
visited by the User from Interactive Channel and mobile applications, number of visits, responses,
file’s name, versions and advertising identities and other relevant information (if any)).

Thu thap va sit dung Cookies

Collection and use of Cookies

(a) Cong Ty, Nhém OM (nhu dinh nghia tai Muc V.(d)) va cac bén thir ba ma Cong Ty hop tac
c6 thé sir dung cac phuong thire ty dong, nhu tap tin cookie, tap tin chi bao (web beacons),
cong cu dinh danh quang cdo hodc cac phuong phap tu dong khac (goi chung 1a “Cookies”)
c6 lién quan dén viéc str dung Kénh Twong Tac hodc cac kénh tuong tac khac cia Nhém OM
dé nhén dién trinh duyét hodc thiét bi cua quy khach, tim hiéu thém vé s thich cua quy khach
hang, cung cip cho quy khach hang cac tinh nang va dich vu thiét yéu va cho cac muc dich bd
sung khac. Cookies c6 thé chira dung cac cong cu dinh danh doc nhat va dugc luu trir tai may
tinh hodc thiét bi di dong ctia Ngudi Dung, trong email ma Cong Ty gur, trén cac Kénh Tuong
Téac, kénh twong tac khac ciia nhém OM va tai mot s dia diém khac. Cookies c6 thé truyén
tai Thong Tin Ngudi Dung va viée cung cap/sir dung Dich Vu vé Cong Ty hodc cac don vi
dugc Cong Ty chi dinh. Cookies dugc thu thdp cho muc dich nang cao trai nghiém Nguoi
Dung trong qua trinh str dung Dich Vuy, théng qua cac tinh ning cu thé sau day:

The Company, OM Group (as defined in Section V(d) and the third parties with whom the
Company partners may use automated methods, such as cookies, web beacons, advertising
identifiers or other automated methods (collectively, "Cookies") relating to the use of the
Interactive Channel or other interactive channels of OM Group to identify your browser or
device, learn more about customer’s preferences, provide the customer with essential features
and services; and for other additional purposes. Cookies may contain unique identifiers and
are stored on the User's computer or mobile device, in emails sent by the Company, on
Interactive Channel, other interactive channels of OM Group and in other locations. Cookies
may transmit User Information and provide/use of the Services to the Company or other
entities designated by the Company. Cookies are collected for the purpose of improving user
experience, by ways of the following features:



(b)

(©)

(1) Nhan dién quy khach khi quy khach dang nhap sur dyng/cung cip Dich Vu. Piéu nay
cho phép chung t6i cung cap cho quy khach cac dé xuat, hién thi ndi dung dugc ca nhan
héa va cung cap cac tinh nang va dich vu tuy chinh khac.

Identifying you when you log in to use/provide the Services. This allows us to provide
you with personalized recommendations, to display personalized content and to provide
other customized features and services.

(i)  Luu cac tuy chon ma quy khach da chap thuan. Piéu nay cho phép chung toi ton trong
nhing diéu quy khach thich va khong thich, chiang han nhu tity chon ngdn ngit va cu
hinh cta quy khach.

Saving the options you have approved. This allows us to respect what you like and
dislike, such as your language preferences and configuration.

(iii)  Tién hanh nghién ctru va phan tich dé cai thién dich vu ctia chiing toi.
Conducting diagnosis and analysis to improve our services.

(iv) Ngéan chan hanh vi gian lan.
Preventing fraud.

(v)  Cai thién an ninh.
Improving security.

(vi) Cung cép noi dung, bao gdm quang céo, c6 lién quan dén s¢ thich ctia quy khach trén
cac trang web cua chung t6i va trang web cua bén thir ba.

Providing content, including advertisements, relevant to your interests on our websites
and third party websites.

(vii) Do luong va phan tich chat luong cta cac Dich Vu.
Measuring and analysing the quality of the Services.

Cookies cho phép quy khach tan dung mét s6 tinh nang can thiét ciia ching t6i. Vi dy, néu
quy khach chin hoic tir chdi Cookies ctia chiing toi, quy khach s& khong thé sir dung mot s6
san phdm, dich vu nhat dinh yéu cau quy khach ding nhap hodc quy khach co thé phai tu tay
diéu chinh mot sd tily chon hodc cai dat ngdn ngit mdi khi quy khach truy cap lai cac Kénh
Tuong Tac.

Cookies allow you to take advantage of some of our essential features. For example, if you
block or reject our Cookies, you will not be able to use certain products or services that
require you to log in or you may have to manually adjust a number of options or select the
language each time you access Interactive Channel again.

Céc bén thtr ba duoc chap thuan ciing ¢6 thé dit Cookies thu thap Thong Tin Nguoi Dung khi
quy khach tuong tac voi cac Dich Vy. Cac bén thir ba nay thuong bao gdm céc cong cy tim
kiém, nha cung cép dich vu do ludng va phan tich, mang xa hoi va cac cong ty quang cdo. Cac
bén thir ba sir dung Cookies trong qua trinh cung cap ndi dung, bao gébm quang cao lién quan
dén s thich cta quy khach, dé do luong hiéu qua ctia quang co va thyuc hién mot s6 dich vu
thay mit cho chung toi. Cac bén thi ba c6 thé lién két Thong Tin Nguoi Dung ho thu thap véi
Thong Tin Ngudi Dung khac ma ho c6 vé Ngudi Dung tir cac ngudn khac. Ching t6i khong
can thiét c6 quyén truy cap hoic kiém soat Cookies ho sir dung

Approved third parties may also set Cookies to collect User Information when you interact
with the Services. These third parties often include search engines, measurement and analytics
service providers, social networks and advertising companies. Third parties use Cookies in
the content distribution process, including advertisements related to your interests, to measure
the effectiveness of advertising and perform some services on our behalf. Third parties may
associate the User Information they collect with other User Information they have about the
User from other sources. We do not necessarily have access to or control of the Cookies they



use.

(d) Céng Ty co thé chia s¢ Thong Tin Nguoi Dung thu thap qua Cookies khong mang tinh nhén
dang ca nhan v6i Nhom OM, céc bén thir ba, chang han nhu dit liéu vi tri, s6 nhan dang quang
cao hodc s6 nhan dang tai khoan chung (nhu dia chi email), d€ tao di€u kién hién thi quang
cao.

The Company may share User Information collected via Cookies that are not personally
identifiable with OM group, third parties, such as location data, advertising identifiers or
general account identifiers (such as email addresses), to facilitate advertisements display.

()  Quy khéach c6 thé quan Iy Cookies trinh duyét bang viéc cai dat trinh duyét ciia minh, chin
hodc ngung hoat dong Cookies, b'fmg cach xo6a lich sur trinh duyét va x6a bd nhé cache khoi
trinh duyét internet ctia minh. Quy khach ciing c6 thé gidi han viéc chia sé ciia chiing toi vé
mot s6 Thong Tin Ngudi Dung nay thong qua cai dit thiét bi di dong ctiia minh. Néu quy khach
tat tit ca Cookies, ca chung t6i, Nhém OM, va bén thtr ba s€ khong thé chuyén Cookies sang
hogc tir trinh duyét cua quy khach. Tuy nhién, néu quy khach lam diéu nay, quy khach c6 the
phai ty tay diéu chinh mét sb tuy chon mdi khi quy khach truy cap lai vao Dich Vu va mot s6
tinh nang, kénh va dich vu cé thé khong hoat dong.

You may manage your browser Cookies by adjusting the setting of your browser, blocking or
deactivating Cookies, by clearing your browsing history and clearing the cache from your
internet browser. You may also restrict our sharing of some of this User Information through
your mobile device settings. If you disable all Cookies, neither the Company, OM Group nor
any third party will be able to transfer Cookies to or from your browser. However, if you do
this, you may have to manually adjust some options each time you revisit the Services and
some features, channels, and services may not work.

Thu thap tai diém: Chung t6i tién hanh thu thap mot s6 loai thong tin, hinh anh tai diém nhat dinh
trong qua trinh Nguoi Dung cung cap/st dung cac Dich Vu.

Collection of offline Information: We collect certain offline information and images during the
User’s use or provide of Services.

Chuing t6i co thé, tu minh hodc thong qua cac ddi tac, nha thau, nha cung cép dich vy, tién hanh thu
thap céac thong tin, hinh anh vé dia diém kinh doanh va hoat dong kinh doanh ctia Nguoi Dung, bao
gdm nhung khéng gi6i han & dinh vi vi tri dia diém kinh doanh, dic diém giao thong, bai tri xung
quanh dia diém kinh doanh, bién hiéu, thiét ké, phuong thirc trang tri va bay bién cua dia diém kinh
doanh, mat do khach hang, loai hang hoéa va dich vu dugc cung cép va céac thong tin, hinh anh khac
tai dia diém cua Nguoi Dung.

We may, by ourselves or by our partners, contractors and service providers, collect certain
information and images on the business locations and activities of the User, including but not limited
to GPS of the business locations, transportation traffic characteristics and external layout around
business locations, signs, design, decoration and layout of business locations, customer density,
types of goods and services to be provided and other onsite information and images.

Théng tin tir cac ngudn khac: Ching t6i c6 thé thu thap Thong Tin Ngudi Dung tir cac ngudn khéc,
bao gébm nha cung cip dich vu, ddi tac, cac chuong trinh gi6i thiu, khi Nguoi Dung thém thong tin
ctia nguoi thir ba trong cac cude khao sat, diéu tra, chwong trinh khuyén mai hay cac hinh thire tuong
tir va cac ngudn cong khai co san. Khi chang t6i thu thap Thong Tin Ngudi Dung tir cac ngudn khac,
ching t6i dam béo rang dit liéu d6 dugc chuyén dén chung toi phu hop theo luat phap hién hanh.

Information from other sources: We may collect User Information from other sources, including
service providers, partners, referral programs, when the User adds information of third parties in
surveys, investigations, promotions or similar forms and other publicly available sources. When we
collect User Information from other sources, we ensure that such data is transmitted to us in
compliance with applicable laws.
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Cach thire chung t6i luu triv va bao vé Thong Tin Nguoi Dung
How we store and protect User Information

Tai Cong Ty, biao mit 14 wu tién cao nhat cua ching t6i. Hé thong cua ching t6i dugc thiét ké c6 tinh
dén kha nang bao dam an toan va riéng tu cho thong tin ctia quy khach. Moi Thong Tin Ngudi Ding
déu dugc luu giit va bao mat boi hé théng ciia Cong Ty hodc don vi cung cip dich vu cho Cong Ty
theo quy dinh ciia phap ludt va Chinh Sach Dit Liéu nay. Theo do6, hé théng ciia OMRE s& luu trit
cac Thong Tin Nguoi Dung phat sinh tir va/hodc lién quan dén Dich Vu Riéng; hé thong ctia OM s&
Iwu trit tap trung cac Thong Tin Ngudi Dung phat sinh tir va/hodc lién quan dén Dich Vu Chung va
Thong Tin Nguoi Dung phat sinh tir va/hodc lién quan dén Dich Vu Riéng ciia OMRE (theo thoa
thudn vé luu trir, néu co).

At the Company, security is our highest priority. Our systems are designed to take into account the
security and privacy of your information. All User Information is stored and kept confidential by the
Company's system or service provider for the Company in accordance with the law and this Privacy
Policy. Accordingly, OMRE's system will store User Information arising from and/or in connection
with the Private Service; OM's system will centrally store User Information arising from and/or in
connection with the Joint Service and User Information arising out of and/or in connection with
OMRE's Private Service (under agreement on storage, if applicable).

Khi thu thap, tiép nhén dit liéu, Cong Ty s€ nd luc tdi da trong pham vi cho phép dé thyc hién luu
gilr va bao mat Thong Tin Nguoi Dung tai hé théng may chu va cac Thong Tin Nguodi Dung nay
dugc bao dam an toan bang cac hé thdng tuong lira (firewall), cac bién phap kiém soat truy cép, ma
hoa dir liéu. Cong Ty c6 cac bién phap thich hop vé ky thuat va an ninh dé ngan chan téi da trong
pham vi co thé viéc truy cap, str dung trai phep Thong Tin Nguoi Dung. Cong Ty cting thuong xuyén
phdi hop véi cac chuyén gia bao mat nhim cip nhat nhitng théng tin mdi nhat vé an ninh mang de
dam bao sy an toan cho Thong Tin Nguoi Dung. Trong truong hop hé thong cta ching toi bi tan
cong va c6 nguy co gy phuong hai dén viéc dam bao an toan bao mat Thong Tin Ngudi Dung, Cong
Ty s& tuan thi nghia vu theo quy dinh phap luat vé viéc bién phép khéc phuc va thong bao dén Nguoi
Dung va co quan nha nude c6 thim quyén.

When collecting and receiving data, the Company will exert its best endeavours to the permitted
extent to store and protect the User Information on the server system and these User Information
will be secured by firewall systems, access control measures, data encryption. The Company has
appropriate technical and security measures to prevent as much as possible to the permitted extent
the unauthorized access and use of User Information. The Company also regularly cooperates with
security experts to update the latest information on network security to ensure the safety of User
Information. In the event our system is attacked and there is a risk that it would impact the safety
and security of the User Information, the Company will comply with its obligations under the laws
regarding measures to mitigate the adverse effects and notification to the User and competent
authorities.

Céc thong tin thé thanh toan ctia quy khach do céc to chirc tai chinh phat hanh dugc chiing toi bao
vé theo tiéu chuan quéc té vOi nguyén tac khong luu gitr cac dir liéu quan trong cua thé thanh toan
(so thé day du va chi tiét, s6 CVV hodc mi sé xac thuc khac co gia tri phap 1y twong duong) trén hé
thong ctia ching to1. Giao dich thanh toan cta quy khach dugc thyc hién thong qua hé thong ctia
ngan hang lién két ciia Cong Ty hodc don vi lién két/hop tac dich vu thong qua Kénh Twong Tac.

The information of your payment card issued by financial institutions is protected by us according
to international standards with the principle that no important data of the payment card (card’s full
and detailed number, CVV number and other verification numbers with the same legal validity) will
be stored by our system. Your payment transaction is made via the system of an affiliated bank of
the Company or a partner providing service through Interactive Channel.

Ngudi Dung tuyét dbi khong sir dung cac cong cu, chuong trinh hay bién phép nao khac dé can thiép
trai phép vao hé thong hay lam thay doi ciu triic dir liéu ciia bat ky Dich Vu nao, ciing nhu bat ky
hanh vi ndo khac nham phat tan, ¢d vii cho cac hoat dong véi muc dich can thiép, pha hoai hay xam
nhap vao dit liéu cua hé théng Cong Ty, ciing nhu cac cac hanh vi pham phap luat Viét Nam. Trong



truong hop ching toi phat hién quy khach c6 hanh vi vi pham, chung t61 c6 quyén chuyén thong tin
vé€ hanh vi vi pham cho céc co quan c¢6 tham quyén dé xur Iy theo quy dinh phap luat.

The User may not use any tools, programs or methods to illegally interfere with the system or alter
the data structure of any Services, nor any other activities to spread, promote activities with the
purpose of intervening, sabotaging or infiltrating the Company system's data, as well as activities
violating Vietnamese laws. In case we detect a violation, we reserve the right to transfer information
about the violation to the competent authorities in accordance with the law.

Nguoi Dung c6 trach nhiém bao v¢ thong tin tai khoan cua minh va khong cung cép bat ky thong tin
nao lién quan dén tai khoan, mat khau hay cac phuong thire xac thuc (vd: OTP) truy cép trén cac
website, (mg dung, phan mém va cac cong cu khac (néu co, trir truong hop ding ky/xac 1ép cac giao
dich dic th theo hudéng dan ctia Cong Ty tai timg thoi diém. Trong truong hop can khoi phuc mat
khau tai khoan, Nguoi Dung dong ¥ chu dong lua chon va cho phép bén thir ba ma Nguoi Dung da
lua chon nhan mat khau st dung mot lan (OTP). Theo d6, Nguoi Dung déng y chia sé thong tin tai
khoan ctia minh cho bén thir ba d6 va tu chiu trach nhi€ém vdi vi€c chia sé nay.

You are responsible for protecting your account information and may not provide any information
related to your account, password or authentication methods (eg, OTP) accessed on websites,
applications, software, and other tools (if any), except for registering/concluding particular
transactions in accordance with guidance of the Company at any given time. In case of recovery of
your account password, you agree to actively choose and allow a third party whose phone number
you have set up, to receive a one-time password (OTP). Accordingly, you agree to share your
account information to such third party and are responsible for this sharing.

Chung t6i khong chiu trach nhiém vé nhimng van dé phat sinh khi quy khach st dung/cung cép Dich
Vu tir cac cong cu, giao dién khac khong phai la website, ing dung, phﬁn mém chinh thae, duge
phép st dung trong khudn khé cua Dich Vu. Mit khac, Dich Vu ¢6 thé chira cac lién két dén va tir
dich vu ciia cac mang dbi tac, cong ty quang cdo, cac cong ty thuoc Nhom OM hodc cac don vi phu
thudc cua chung. Xin luu ¥ ring moi bén s€ co chinh sach dir li¢u ri€ng cua minh va viéc luu trit, bao
mat, sir dung nhing thong tin cung cap cho cac bén nay nam ngoai pham vi quan ly cua Cong Ty.
Do d6, Cong Ty sé& khong chiu bat ky trach nhiém hoic nghia vy phap ly nao d6i Vi viée viée luu
trit, bao mat va st dung nhitng thong tin ndy. Vui 10ng kiém tra chinh sach vé quyen riéng tu, chinh
sach dir liéu hodc cac chinh sach tuong ty cia cac don vi nay trude khi gii bét ky dit liéu ca nhan
nao cho ho.

We are not responsible for problems arising when you use/provide the Services from tools, interfaces
other than the official websites, applications, software which are allowed to be used for the Services.
In addition, the Services may contain links to and from services of partners’ networks, advertising
companies, OM’s companies or their affiliates. Please be noted that each party will have its own
privacy policy, and the storage, security and use of information provided to these parties is outside
the Company’s control. Therefore, the Company will not assume any liability or responsibility for
the storage, security and use of this information. Please check these parties' privacy, security or
similar policies before sending any personal data to them.

Chung t6i luu trit Théng Tin Ngudi Dung dé dam bao cho quy khach kha ning sir dung/cung cép
lién tyc cac Dich Vu, va luu trit trong thoi han can thiét dé thuc hién duogc cac Muc Bich, hoac theo
quy dinh cta phap luat (bao g@)m ca cho muc dich thué va ké toan), hoac dé thuc hién cac cong viéc
khac nhu dugc thong bao trudce cho quy khach. Thoi gian chung t6i luu gitt Thong Tin Nguoi Dung
tiy thudc vao Muc Dich. Khi Thong Tin Nguoi Dung khong con can thiét cho viée cung cap/str dung
Dich Vu hodc Muc Pich hoac Cong Ty khéng con c6 muc dich kinh doanh hodc phap ly dé gitr lai
Théng Tin Nguodi Dung, ching t6i s€ ing xtt véi Thong Tin Nguodi Dung theo quy dinh phap luat
hién hanh vé luu trit dit ligu c4 nhan.

We store User Information to ensure that you are able to use/provide the Services continuously, and
store it for as long as necessary to fulfill the Purpose, or as otherwise required by law (including for
tax and accounting purposes), or to perform other work as notified to you in advance. The period of
time we retain specific User Information depends on the Purpose. When the User Information is no
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Iv.

longer needed for the provision/use of the Services or Purpose or the Company no longer has a
business or legal purpose to retain User Information, we will treat User Information in a manner
compliant with the laws regarding personal data retention.

Théng Tin Ngudi Dung c6 thé duge lwu trit tai, truy cap tir hodc chuyén dén nhiéu quc gia, bao gobm
ca Viét Nam. Khi chiing toi chuyén Thong Tin Nguoi Dung cua quy khach dén cac qudc gia khac,
chung t6i s& dam bao rang thong tin d6 duoc chuyén theo Chinh Sach Dit Liéu nay va dugc cho phép
theo phap luat lién quan.

User Information may be stored in, accessed from or transmitted to many countries, including
Vietnam. When we transfer your User Information to other countries, we will ensure that such
information is transferred in accordance with this Privacy Policy and is permitted under the relevant
laws.

Cach thirc ching t6i sir dung Thong Tin Ngwoi Dung
How we use User Information

Nguoi Ding tai day dong ¥ rang Cac Thong Tin Nguoi Dung dugce thu thap theo Chinh Sach Dir
Li€u nay sé dugc dang tai va dugc st dung theo chap thuan cia Nguodi Dung doi véi chiung toi cho
cac Muc Dich duoc néu tai Muc 3 dudi day.

The User hereby agrees that User Information to be collected in accordance with this Privacy
Policies shall be published and otherwise used in accordance with the license User grants to us
regarding the Purpose as mentioned in Section 3 below.

Chung t61 khong c6 chinh sach hodc thong 1¢ cung cip Thong Tin Nguoi Dung cua Nguoi Dung cho
bat ky t6 chirc hodc cong ty nao khac nham muc dich tiép thi truc tiép cta ho hodc bat ky bén thi ba
nao khac hodc bat ky muc dich nao khéc trtr cac trudong hop st dung thong tin duge quy dinh tai
Chinh Sach Dir Liéu nay.

1t is not our policy or practice to provide User Information to any other organization or company
for their or any other third party’s direct marketing or any other purpose except for the cases
stipulated in this Privacy Policies.

Chung t6i va Nhém OM Xir Ly Thong Tin Ngudi Dung ciia quy khach dé cung cap cac san pham,
Dich Vu d@)ng thoi dam bao viéc st dung an toan, lién tuc va dﬁy du cac tinh nang cua Dich Vu cia
Nguoi Dung (“Muc Pich”), bao gdm viéc duy tri, cai thién cac san pham, Dich Vu va bao vé, nang
cao trai nghi€ém Nguoi Dung, vi du nhu:

We and the OM Group Process your User Information to provide products, the Services as well as
guarantee User's safe, continuous and complete use of the Services' features ("Purpose”), for
instance:

(i)  Thyc hién cac hanh dong can thiét dé dam bao viée cung ung va st dung Dich Vy, bao
g6m nhung khong gi6i han viéc lién lac, hd tro lién lac v6i Nguoi Dung, xt 1y cac yéu
cau hop 1é cia Nguoi Dung trong pham vi tiéu dung va thyc hién Dich Vu va chia sé
Thong Tin Nguoi Dung cho cac dbi tac lién két nham dap ng yéu cau sir dung Dich
Vu ciia Nguoi Ding. Ching toi ciing c6 thé guri t6i Nguoi Dung, qua buu dién, goi dién
thoai, dich vu tin nhan ngén, dich vu nhén tin truc tuyén, van ban thong bao va email,
cac thong bdo, cdp nhét, tai liéu, thong tin quang cao, khuyén mai, 10 chuc, 161 moi,
quan ly sy tham gia va céc tai liéu lién quan dén Dich Vu, Cong Ty va cac nha tai trg,
dbi tac, cac nha tai trg va cac nha quang cao san pham, dich vy, su kién hodc chuong
trinh khuyén mai. Ngudi Dung c6 thé huy dang ky nhan thong tin tiép thi va khuyén
mai néi trén bang cach thirc theo hudng dan cua Cong Ty tai timg thoi dlem . Chiing t61
cam két va dam bao tuan thii cac quy dinh phap luét tai timg thoi diém vé tan suat giri
tin nhén, email, hodc thuc hién cac cude £01 quang cao;

Conduct necessary activities to safeguard the provision and use of the Services,
including but not limited to communicating, supporting communication with Users, and
handle valid User requests within the scope of consumption and operation of the
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Services and share the User Information with associated partners to meet User's
request to use the Services. We may also send to the User, by by post, phone call, short
message service, online messaging service, text notification and email, notices, updates,
documents, advertising information, promotions, wishes, invitations, participation
management and other documents relating to the Services, the Company and its
sponsors, partners, sponsors and advertisers of products, services, events or
promotions. You may cancel your subscription to marketing and promotional
information by following the Company's instructions from time to time. We represent
and warrant that we comply with the laws from time to time on the frequency to send
messages, email, or advertising calls,;

(i1) Cung cép, dé xuit cac dich vu/tién ich cho Ngudi Dung, bao gdm cac san pham, dich
vu nang cao va ca nhan hoéa dugc cung trng bdi Cong Ty hodc cac doi tac dua trén nhu
cau va cac thoi quen ciia Nguoi Dung trong qua trinh tham gia cung cap/str dung Dich
Vu;

To provide, recommend services/utilities to the User, including improvised and
customized products and services provided by the Company or partners based on the
needs and preferences of the User during participating in providing/using the
Services;

(ii1) Thyc hién cac hoat dong ndi bd can thiét dé duy tri, cai thién dich vy, bao gém quan
tri va cap nhat tai khoan Ngudi Dung, xac minh danh tinh Nguoi Dung, khic phuc
céc 16i phan mém va su ¢6 van hanh, tién hanh phan tich dir liéu, thir nghiém va nghién
clru, giam sat va phan tich xu hudng st dung va hoat dong, bao v€ tinh bao mat, toan
ven cua Dich Vu va moi phuong tién hodc thiét bi dugc st dung dé cung cAp/str dung
Dich Vy, bao gém ca viéc diéu tra cac hanh vi lién quan dén phong chong gian lan va
lam dung, quan ly rti ro.

To perform internal operations necessary to maintain, improve services, including
administer and update the User's accounts, verify the User's identity, troubleshooting
software failures and operational issues, conducting data analysis, testing and
diagnosis, monitoring and analyzing the usage trends and activities, protect the
security/integrity of the Service and any facilities or equipment used to provide the
Services, including investigating behaviors related to fraud and abuse prevention and
risk management;

Chung t61 chi str dung Thong Tin Nguoi Dung cua quy khach khi chang t61 ¢6 co' so phap 1y hop 1¢
dé 1am nhu vay. Tuy thugc vao tung truong hop, Ching Toi co thé dua vao su dong ¥ ctia quy khach
hoic dua trén thyc té 1a qua trinh xtr 1y 13 can thiét dé thyc hién hop dong véi quy khach, bao v¢ loi
ich quan trong/trong yeu cia quy khach hodc cua nhitng nguoi khac hodc dé tuan thu phap luat.
Chung t6i ciing c6 thé xtr Iy Thong Tin Nguoi Dung khi chiing t6i tin rang dit liéu d6 1a vi loi ich
hop phap ciia ching t6i hodc clia ngudi khac, ¢ tinh dén loi ich, quyén va mong doi ciia quy khach.

We use your User Information only when we have appropriate legal basis to do so. Depending on
each case, we may rely on your consent or on the actual situation that the processing of your User
Information is necessary to perform the contract with you, or to protect your or other’s
essential/material interests, or to comply with the law. We may also process the User Information
when we believe that it is for our or other’s legitimate interest, taking into account your interests,
rights and expectations.

Dbi v6i cac muyc dich sir dung Thong Tin Nguoi Dung khong duoc dé cap & trén va/hodc can su
dong y cu the ctua quy khach, ching t6i s€ xin chap thuén cta quy khéach vé viéc st dung Thong Tin
Nguoi Dung cho mot muc dich cu thé nao d6 khi chung t6i lién hé vdi quy khach.

For purposes of using User Information that are not mentioned above and/or that require your
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specific consent, we will obtain your consent to use User Information for such specific purpose when
we contact you.

Cach thirc chung t6i chia sé Thong Tin Nguoi Dung
How we share User Information

Thong Tin Ngudi Dung 13 mot phan quan trong trong hoat dong ctia chiing t6i, va chiing toi khong
ban Thong Tin Nguoi Dung cho mdt bén khac. Chung t6i va Nhom OM chi chia sé¢ Thong Tin Nguoi
Duing cho Muc Dich theo Chinh Sach Dir Li¢u nay. Cac bén dugc chia sé quyén truy cap Thong Tin
Ngudi Dung phai cam két tudn thi nghiém ngit cac quy dinh ctia phap ludt va cac quy dinh lién quan
tai Chinh Sach Dit Liéu nay. Theo d6, Thong Tin Ngudi Dung c6 thé dugc chia sé cho cac ddi tuong
va trong cac truong hop dudi day:

User Information is an important part of our operations, and we do not sell User Information to
others. We and OM Group only share User Information for the Purpose in accordance with this
Privacy Policy. The parties who are sharing the access to User Information must commit to strictly
comply with the provisions of law and related provisions in this Privacy Policy. Accordingly, User
Information may be shared to the following subjects and under the following circumstances.

(a) Thuc hién theo yéu ciu ciia cic co quan nha nudc cd thim quyén, hodc theo quy dinh cua
phap luat;

Complying at the request of the competent state authority, or as required by law;

(b)  Chia sé Thong Tin Nguodi Dung véi Nguoi Dung khéc trong trudong hop Nguoi Dung st dung
cong cu tuong tac trén Kénh Tuong Tac;

Sharing User Information with other Users in the event that Users use interacting tools on the
Interactive Channel;

(c)  Cung cép, chia sé Thong Tin Ngudi Dung vé6i ddi tac theo yéu cau hodc xac nhan ciia Ngudi
Dung, thong qua bat ky hinh thirc cac phuong tién dién tir trén cac Kénh Twong Téc hodc cac
hinh thirc khac. Vi dy khi Nguoi Dung yéu cau mot dich vu thong qua dbi tac Cong Ty hoac
st dung chuong trinh khuyen mai do ddi tic Cong Ty cung cap, Nguoi Dung dong thoi cing
dong y rang Cong Ty c6 thé chia s¢ Thong Tin Nguoi Dung ciia Nguoi Dung véi cac dbi tac
do. Nguoi Dung cling dong y rang Thong Tin Nguoi Dung chia s¢ voi dbi tac Cong Ty c6 thé
duoc chuyen giao to1 cac bén trong moéi lién hé véi Dich Vu duoc sir dung boi Nguoi Dung.
Céc dbi tac ciia Cong Ty bao gdm céc ddi tac tich hop véi tmg dung cua Cong Ty hodc ung
dung cua Cong Ty tich hop voi hé thdng cua ddi tac, dbi tac dich vu van chuyén, ddi tac tai
chinh, hodc cac d6i tac kinh doanh ma Cong Ty hop tac dé cung cp chuong trinh khuyén mai,
cac dich vu canh tranh hodc dich vu dac biét khac;

Providing and sharing User Information with partners at the User's request or confirmation,
including but not limited via means of electronic transaction on Interactive Channel or in
writing. For example, when a User requests a service through a Company partner or uses a
promotion offered by the Company partner, User hereby agrees that the Company may share
the User's User Information with those partners. User also agrees that User Information
shared with the Company’s partners may be transferred to the parties in relation to the Service
used by User. The Company's partners include those integrated with the Company application
or the application of the Company integrated with the system of partners, transportation, and
financial service partners or business partners that the Company cooperates to provide,
promotions, competitive services, or other special services,

(d)  Trao d6i, cung cip, chia s¢ Thong Tin Ngudi Dung véi cac cong ty con, cong ty lién két, cac
cong ty trong md hinh nhom cong ty, chi nhanh va cac don vi ¢6 lién quan khac cua Cong Ty
C6 Phan One Mount Group (goi chung 1a “Nhém OM”) va céac doi tac;
Exchanging, providing and sharing User Information with its subsidiaries, affiliates,

companies within the corporate group model, branches and other related entities within the
One Mount Group Joint Stock Company (collectively, "OM Group") and partners;
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(e)

¢

(2

(h)

Chung t6i va Nhém OM c6 thé cung cip Thong Tin Nguoi Dung cho cac nha cung cép, chuyén
gia tu van, ddi tac tiép thi, cong ty nghién ctru va nha cung cap dich vu hodc déi tac kinh doanh
khéac. Diéu ‘nay bao gom nhung khdng gi6i han ¢: by phan xur ly thanh toan va b phan hd tro;
dich vu chéng rira tién; nha cung cap dich vu may chi, dich vy cong ngh¢ thong tin, nha cung
cap luu trit ddm may; ddi tac quang cdo va nha cung cép nén tang quang co; nha cung cap
phan tich dir li€u; cac ddi tac nghién ctru, bao gom ca nhiing nguoi thyc hién khao sat hodc
du an nghién ctru hop tac véi Cong Ty hodc thay mit Cong Ty; ddi tac bao hiém, tai chinh va
ngén hang; nha san xuét, nha cung cép, nha phan phéi cac dich vy, hang hoa, vat phém duoc
cung cp cho Ngudi Dung trong pham vi Dich Vu

We and OM Group may provide User Information to suppliers, consultants, marketing
partners, research companies and other service providers, or business partners. This includes
but is not limited to: payment processing and support departments; anti-money laundering
service, server providers, information technology service providers, cloud storage providers;
advertising partners and advertising platform vendors, data analysis providers, research
partners, including those conducting surveys or research projects cooperating with the
Company or on behalf of the Company, insurance,financial and banking partners;
manufacturers, suppliers and distributor of services, products and items to be provided to the
User within the Services.

Trao ddi, cung cip, chia s¢ Thong Tin Ngudi Dung cho cac bén th ba 1a ¢ van, chuyén gia,
dai 1y hodc nha cung cép dich vy, nha thau phu ciia Céng Ty hoic Nhom OM: Céng Ty hoic
Nhom OM c6 thé chuyén Thong Tin Nguoi Ding cho cac ¢b van, chuyén gia va nha thau phu
dé trién khai cac cong viéc, dich vu pht hop véi muyc dich sir dung.

Exchanging, providing, and sharing User Information with third parties who are the Company
or OM Group 's advisers, experts, agents or service providers, subcontractors: the Company
and OM Group may transfer User Information to advisors, experts and subcontractors to
deploy the work, services suitable for the intended use;

Cung cép, chia s¢, hién thi mot s6 Thong Tin Ngudi Dung (bao gdm nhung khong gidi han &
thong tin dia diém, thong tin lién lac va hinh dnh ctra hang, hang hoa, dich vu ciia Nguoi Dung)
dén khach hang, ddi tac ciia Cong Ty va cong ty Nhom OM trén Ung Dung OneHousing va
cac website, nén tang khac ciia Cong Ty va nhém OM nhim thuc hién cac chwong trinh khuyén
mai, hop tac, trung bay, truyén thong, gidi thidu va cung cdp san pham/dich vu ciia Nguoi
Dung, ciia Cong Ty va cac cong ty thudc Nhom OM va cing ddi tac ciia ho; thuc hién cac
chuong trinh khac nhdm thic ddy, quang ba hoat dong kinh doanh ciia Cong Ty, cac cong ty
thugc nhéom OM va Nguoi Dung.

Providing, sharing and displaying certain User Information (including but not limited to the
location, contact information and images of the stores and goods and services of the User) to
the customers and partners of the Company and OM Group in OneHousing application and
other websites or platforms of the Company and of the OM Group to implement promotion,
cooperation and display programs, programs for marketing, introducing and supplying
products/services of the User, of the Company and other companies in OM Group and our
partners, other programs to facilitate and promote the business of the Company, of companies
in OM Group and of the User.

Chuyén nhuong doanh nghiép: Trong qua trinh phat trién kinh doanh, chiing t6i c6 thé ban
hoéc mua cac doanh nghi€p hodc dich vu khac. Trong cac giao dich nhu vy, Thong Tin Nguoi
Dung n6i chung 1a mot trong nhitng tai san kinh doanh dwgc chuyén nhugng nhung van phai
tun theo cac quy dinh ctua Chinh Sach Dir Liéu nay (hodc khi duoc khach hang chap thuan).
Ngoai ra, trong truong hgp Coéng Ty hodc phan 16n tai san caa Coéng Ty duge mot cong ty
khac mua, Thong Tin Nguoi Dung s€ duwong nhién trd thanh mdt trong nhiing tai san dugc
chuyén nhuong.

Corporate transfer: In the course of business development, we may sell or buy other
businesses or services. In such transactions, User Information is generally one of the
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VI

transferred business assets but must still comply with the provisions of this Privacy Policy (or
otherwise approved by the customer). In addition, in the event that the Company or most of
the Company's assets are purchased by another company, the User Information will
automatically become one of the transferred assets.

(i)  Tiét 16 tai khoan va Thong Tin Nguoi Dung khi chiing t6i tin rang viéc d6 1a phi hop dé tuan
thu phap luat, dé thyc thi hodc ap dung cac diéu khoan va thoa thuén khéc cta chung t6i hoac
dé bao vé quyén, tai san hodc an ninh cua ching t6i, Nguoi Dung, hodc bat ky ngudi nao khéc.
Céc cong viéc néu trén c6 thé bao gdm viéc trao doi thong tin v4i cac cong ty va to chirc khac
dé ngan chan va phat hién gian 1an va giam rui ro.

Disclosing accounts and User Information when we believe it is appropriate to comply with
the law, to enforce or apply our other terms and agreements, or to protect the rights, property
or security of the Company, Users, or any other person. The above tasks may include
exchanging information with other companies and organizations to prevent and detect fraud
and reduce risks.

()  Trong cac truong hop khac, quy khach s€ nhan dugc thong bao khi Thong Tin Nguoi Dung
¢6 thé dugc chia sé vdi bén thir ba va quy khach s€ c6 quyén khong chap thuén viéc chia sé
thong tin.

Other than the foregoing, you will receive notice when User Information may be shared with
third parties and you will have the right to refuse to share information.

Quyén ciia quy khach va cach thirc thue hién quyén
Your rights and invocation of such rights

Quy khach co thé xem, cap nhat va x6a mot sb thong tin nhét dinh vé tai khoan va cac tuong tac cua
quy khach véi Dich Vu. Néu quy khach khong thé tu truy cap hodc cip nhat thong tin caa minh, quy
khach luén c6 thé lién hé voi chung t6i dé duge hd tro. Ngoai ra, quy khach c6 thé yéu cau chung toi
thuc hién cac quyén khac ciia minh theo quy dinh phap ludt bang cach lién hé véi chung t6i qua cac
kénh ho tro dudi day.

You may view, update and delete certain information about your account and interactions with the
Services. If you cannot access or update your information yourself, you can always contact us for
assistance. Additionally, you can request us to implement your remaining rights in accordance with
the laws by contacting us via the following support channels.

Quy khach co6 nhiéu lya chon vé viéc thu thap va sir dung Thong Tin Nguoi Dung cua quy khach.
Nhiéu Dich Vu bao gdm chirc ning cho phép quy khach tuy chon Ve cach thong tin ctia quy khach
dang duoc sir dung. Quy khach co thé chon khong cung cap mét s6 thong tin nhét dinh, nhung sau
d6 quy khach c6 thé khong tan dung dugc mot sé Dich Vy. Vui 1ong thuc hién theo hudng din cua
Cong Ty tai timg thoi diém.

You have several options regarding the collection and use of your User Information. Many Services
include functionality that allows you to customize how your information is being used. You may
choose not to provide certain information, but then you may not be able to take advantage of certain
Services. Please follow the Company's instructions from time to time

(a)  Théng tin tai khoan: Néu quy khach mudn bd sung, cap nhat hodc x6a thong tin lién quan dén
tai khoan cua minh, vui long thuc hién theo hudng dan cta Cong Ty tai tung thoi diém. Khi
quy khach cap nhat hodc x6a bat ky thong tin nao, ching t6i thuong gitt mdt ban sao ctia phién
ban trudec.

Account information: If you want to add, update or delete information related to your account,
please follow the Company's instructions from time to time. When you update or delete any
information, we usually keep a copy of the previous version.

(b) Liénlac: Néu quy khach khéng mudn nhan tin nhin quang céo tir chiing t61, vui long huy dang
ky hodc di€u chinh tuy chon lién lac cua quy khach theo hudng dan cia Cong Ty tai timg thoi
diém. Néu quy khach khong mudn nhén thdng bao trong img dung tir chung t61, vui long diéu

15



VIL

VIII.

chinh cai dit thong béo trong tmg dung hodc thiét bi ciia quy khach.

Contact: If you do not want to receive promotional messages from us, please unsubscribe or
adjust your communication preferences according to the Company's instructions from time to
time. If you do not want to receive in-app notifications from us, please adjust your app or
device notification settings.

()  Quang co: Néu quy khach khong mudn xem ‘quang cao dua trén s¢ thich, vui long diéu chinh
theo hudng dan cua Cong Ty tai timg thoi diém.

Advertisement: If you do not want to see interest-based advertising, please adjust accordingly
pursuant to the Company's instructions from time to time.

(d)  Trinh duyét va thiét bi: Tinh ning Tro gitip trén hau hét cac trinh duyét va thiét bi s& cho quy
khach biét cach ngan trinh duyét hoac thiét bi cua minh chép nhan Cookies méi, lam thé nao
dé trinh duyét théng bao cho quy khach khi quy khach nhan dugc Cookies méi hodc cach tat
hén chire ning Cookies.

Browsers and devices: The Help feature on most browsers and devices will tell you how to
prevent your browser or device from accepting new Cookies, how to notify your browser when
you receive new Cookies or how to disable the Cookies function completely.

Théng tin lién lac, théng bio va sira doi
Contact information, notices and modifications

Hoat dong kinh doanh ctia chung t6i lién tuc thay d6i va Chinh Sach Dit Liéu nay ciing c6 thé dugc
sira d6i. Quy khach nén truy cép va kiém tra Kénh Twong Téc thudng xuyén dé cap nhat nhiing thay
d6i gan nhét. Cong Ty c6 quyén stra d6i, cap nhat hodc diéu chinh cac diéu khoan ciia Chinh Sach
Dir Liéu nay bt cir luc nao bang cach cong bd Chinh Sach Dir Liéu cap nhat trén Kénh Tuong Tac
lién quan. Béng cach tiép tuc st dung Dich Vu sau khi c¢6 cac stra doi, cap nhat hoac diéu chinh
Chinh Sach Dir Liéu nay, Ngudi Dung biéu thi su chap nhan céc sira d6i, cdp nhat hodc diéu chinh
do.

Our business activities are constantly changing and this Privacy Policy may also be amended. You
should visit and check Interactive Channel regularly to update the latest changes. the Company
reserves the right to amend, update or adjust the terms of this Privacy Policy at any time by
publishing the updated Privacy Policy on the relevant Interactive Channel. By continuing to use the
Services after any modification, update or modification of this Privacy Policy, the Users express its
acceptance of such modification, update or modification.

Néu quy khach c6 bat ky cu hoi nao vé bao mat thong tin tai Cong Ty hodc mudn lién hé voi don
vi kiém soat thong tin ciia chiing t6i, vui long lién hé v6i ching toi va ching t6i s& ¢d géng tra 1oi
cau hoi ciia quy khach. Quy khach ciing c6 thé lién hé véi chiing t6i theo sé hotline cia OMRE 1800
646 466 hodc giri email dén dia chi: cskh@onehousing.vn.

If you have any questions about information security at the Company or would like to contact our
information control unit, please contact us and we will try to answer the question. You can also
contact us at the hotline number of OMRE 1800 646 466or send an email to: cskh@onehousing.vn.

Mot s6 thong tin bd sung cho chiu Au
Additional Information for the EU

Chung t6i cung cip thém mot sé thong tin Ve bao mat thong tin va quyén riéng tu, viéc thu thap va sir dung
Thong Tin Nguoi Dung cua khach hang tiém nang va khach hang hién tai cia chiing t6i tai cac qudc gia
thudc Lién Minh Chau Au.

We provide additional information about the information security and privacy, the collection and use of
User Information of our prospective and current customers located in the European Economic Area.

L.

Pon Vi Kiém Soat Thong Tin Ngudi Dung: Cong ty C6 phan One Mount Real Estate - San giao dich
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bat dong san (dia chi tai Tang 1, Toa van phong T26, KDT Times City, 458 Minh Khai, Phuong
Vinh Tuy, Quan Hai Ba Trung, Thanh phd Ha Noi, Viét Nam) va Cong ty C6 phan One Mount
Group (dia chi tai Tang 5, Toa vian phong T26, KDT Times City, 458 Minh Khai, Phuong Vinh Tuy,
Quén Hai Ba Trung, Thanh phd Ha N¢i, Viét Nam) 1a don vi kiém soat cic Thong Tin Nguoi Ding
duogc thu thap hoac xtr Iy theo Chinh Sach Dit Li€u nay.

Controller of Personal Information: One Mount Real Estate Joint Stock Company - Real Estate
Trading Floor (at 1% Floor, T26 Office Building, KPT Times City, 458 Minh Khai, Vinh Tuy Ward,
Hai Ba Trung District, Hanoi City, Vietnam) and One Mount Group Joint Stock Company (at5"
floor T26 Office Building, KPT Times City, 458 Minh Khai, Vinh Tuy Ward, Hai Ba Trung District,
Hanoi City, Vietnam) are the controller of the User Information collected or processed under this
Privacy Policy

Xt Iy: Chung t6i xir Iy Thong Tin Nguoi Dung ctia quy khach dua trén mot hodc mot sb co sé phap
1y sau day:

Processing: We process User Information on one or more of the following legal bases:

o Can thiét dé ky két hop dong voi quy khach hodc voi t6 chirc ma quy khach dai dién, dé thyc hién
cac nghia vu hop ddng, dé cung cap/str dung cac Dich Vu, d& phan hdi cac yéu cau tir quy khach,
hodc dé hd tro khach hang;

as necessary to enter into a contract with you or a legal entity you represent, to perform our
contractual obligations, to provide/use the Services, to respond to requests from you, or to
provide customer support;

o Khi chung t6i c¢6 lgi ich hgp phap, nhu duge mé ta & Chinh Sach Dt Li¢u nay;
Where we have a legitimate interest, as described in Section 2 of this Privacy Policy;
o Can thiét dé tuan thu phap luat va cac nghia vu phap 1y;
As necessary to comply with relevant law and legal obligations;
o Dé tra 10i cac yéu cau hop phap; hoic
Respond to lawful requests and orders, or
o Dua trén su chap thuin cia quy khach tai Chinh Sach Dit Liéu nay.
With your consent in this Privacy Policy.

Quyén cua quy khich: Theo quy dinh cta phép luat, quy khach c6 cac quyén sau:

Your Rights: Subject to applicable law, you have the right to:

o hoi ching toi c6 dang nam giit Théng Tin Ngudi Ding vé ban than hay khong va yéu cu cung
cap ban sao Thong Tin Nguoi Dung do6 va thong tin vé cach thure cac thong tin d6 duoc xtr ly;

ask whether we hold User Information about you and request copies of such User Information
and information about how it is processed;

o yéu cau dinh chinh Thong Tin Ngudi Dung khong chinh xac;
request that inaccurate User Information be corrected;

o yéu ciu x6a Thong Tin Nguoi Dung khong con can thiét cho cac muc dich xir 1y, cac thong tin
duogc xtr ly dua trén su chap thuan nhung chap thuan dé da duoc rut lai, hodc thong tin dugc xur
Iy khong tuan thu cac quy dinh ctia phap luat hién hanh;

request deletion of User Information that is no longer necessary for the purposes underlying the
processing, of information processed based on consent which is withdrawn, or of information
processed not in compliance with applicable legal requirements;

o yéu ciu chung toi tam dimg xir Iy Thong Tin Ngudi Dung khi hoat dong xir Iy khong phi hop;

request us to restrict the processing of User Information where the processing is inappropriate;
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o phan dbi viée xir 1y dir liéu c4 nhén;
object to the processing of personal data;

o yéu cau luan chuyén Théng Tin Nguoi Dung ma quy khach da cung cdp cho ching t6i (khong
bao gom thong tin ¢ dugc tir cac thong tin dugc thu thap), trong truong hop viée xtr Iy Thong
Tin Ngudi Dung d6 dugc thuc hién trén co sé sy dong ¥ hodc hop dong véi quy khach va duoc
thuc hién bang phuong thuc ty dong; va

request portability of User Information that you have provided to us (which does not include
information derived from the collected information), where the processing of such User
Information is based on consent or a contract with you and is carried out by automated means,
and

o giri khiéu nai v6i co quan c6 tham quyén.
lodge a complaint with the supervisory authority.

Quy khach co thé thuc hién cac quyén truy cdp, dinh chinh, x6a, yéu cau tam dimg, phan dbi va yéu
cau luén chuyén thong tin bang cach lién hé véi chung t6i. Néu quy khach muén thyc hién bat ky
quyén gi néu trén va quy khach 1a Nguoi Dung cta chiing t6i, vui 10ng lién hé véi chiing t6i. Néu
quy khach khong phai 1a Nguoi Dung cua ching t61, vui 1ong lién hé véi ching téi theo dia chi tai
Muc VII ¢ trén.

You can exercise your rights of access, rectification, erasure, restriction, objection, and data
portability by contacting us. If you wish to do any of these things and you are our User, please
contact us. If you are not our User, please contact us at the address under Section VII above.

Khi quy khach d(k)ngﬂ}'/ cho chung t61 xur ly Thong Tin Nguoi Dung cua minh cho mét myc dich cu
the, quy khéch co thé rat lai sy dong y d6 bat cur liic nao va chung t6i s& ngirng moi hoat dong xur Iy
dit liéu cua quy khach cho muc dich do.

When you consent to our processing your User Information for a specified purpose, you may
withdraw your consent at any time, and we will stop any further processing of your data for that
purpose.

Chuyén théng tin ra ngoai Lién Minh Chau Au: Khi chung t6i chuyén Thong Tin Nguoi Dung cua
quy khéach ra ngoai Lién Minh Chau Au, ching t6i s& thuc hién theo cac diéu khoan ctia Chinh Sach
Dir Liéu nay va phép luat bao vé quyén riéng tu hién hanh. Trong trudng hop viéc chuyén thong tin
duoc thyuc hién theo Diéu 46 cta Quy Pinh Bao Vé Dit Liéu Chung ctia Lién Minh Chau Au (GDPR),
viéc chuyén dit liéu c6 thé dugc thuc hién theo cac thoa thuan chuyén dir liéu c6 bao g6m Piéu khoan
hop dong tiéu chuan dugc Uy ban Chau Au phé duyét va quy khach c6 thé xem [mau] cac thoa thuan
do tai cac kénh dai ching.

Transfers outside of the EU: When we transfer your User Information outside the EU we do so in
accordance with the terms of this Privacy Policy and applicable data protection law. This may
include the transfer of data pursuant to data transfer agreements that incorporate the Standard
Contractual Clauses approved by the EU Commission. In the event that the data transfer is made in
accordance with Article 46 of the EU General Data Protection Regulation (GDPR), the data transfer
may be made in accordance with data transfer agreements that include Article standard contractual
clauses approved by the European Commission and you can view [samples] of such agreements on
public channels.
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